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In this recipe, you will add a custom Intrusion Protection (IPS) signature to a security policy to record all

domain lookups accepted by the policy. The signature records an IPS log message containing the

1. Enabling Intrusion Protection and multiple security profiles

Go to System
> Config >
Features and
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enable 5
Intrusion Protection &) -
«» Vg
Protection. e
Select Show

More and

Intrusion

enable
Multiple Multiple Security Profiles &)

security «® | _@ I

profiles.

1l

Apply the
changes.

2. Creating a custom IPS signature

Go to Security

Profiles > Name log-DNS_QUERY

Intrustion Signature  F.gBID( --name DOM-ALL; --protocol udp; -

Protection

and select F-SBID( --name DOM-ALL; --protocol udp; --service dns; --log
View IPS DNS_QUERY; )

Signatures.

Create a new
signature with
this syntax.
(You can copy
and paste this
text into the
Signature
field.)

3. Adding the signature to an IPS profile

Go to Security
Profiles >
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Intrusion
Protection
and create a
new profile.

Under Pattern
Based
Signatures
and Filters,
select Create
New.

Set Sensor

Type to
Specify
Signatures.
The new
signature
should appear
at the top of
the list. If it
does not,
search for the
signature’s
name (in the
example, log-
DNS_QUERY).

Select the
signature,
then select
OK.

Name

Comments

Sensor Type

Filter Options

DNS-logging
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0/255

Filter Based @ Specify Signatures

Basic Advanced

[Show Filter]

Q Type to search signatures

| Show Selected Signatures Only

. signature | Severity | Target |

[Custom] log-DNS_QUERY

7Technologies.IGSS.SCADA.System.Directory.Traversal

3Com.3CDaemon.FTP.Server.Buffer.Overflow mmmm  High
3Com.3CDaemon.FTP.Server.Information.Disclosure Low
3Com.Intelligent. Management.Center.Directory.Traversal Medium
3Com.Intelligent. Management.Center.Information.Disclosure Medium
3Com.OfficeConnect.ADSL.Wireless.Firewall.Router.DoS Mediumn
3ivx.MPEG4.File.Processing.Buffer.Overflow mmmm  High

mmmmm Critical

427BB.Cookie.Based.Authentication.Bypass Medium
427BB.Showthread.PHP.ForumID.Parameter.SQL.Injection Medium
ABB.MicroSCADA.Wserver.Command.Execution Medium

ABB.Multiple.Products.RobNetScanHost.exe.Stack.Buffer.Overflow mmmasm Critical
ABB.T.S.Viewer.CWGraph3D.ActiveX.Arbitrary.File.Creation Medium

server
client
server
server
server
client
server
server
server
server
server

client

ABBS.Audio.Media.Player.LST.Buffer.Overflow mmmm  High server, client
ACal.Calendar.Cookie.Based.Authentication.Bypass mmmn  High server
(M [4] 1 /320 » | M| [ Total: 4790 ]

Action [} signature Defaults =i Monitor All (! Block All 4 Reset 4% Quarantine

| Packet Logging

oK Cancel

4. Adding the profile to the DNS server’s security policy

Go to Policy &
Objects >
Policy > IPv4

and edit the
policy allowing
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traffic to reach  Security Profiles

the DNS OFF | AntiVirus default
server. orr | Web Filter default
_0FF | Application Control default
& IPs DNS-logging -8
Under A
. S5L/SSH Inspection certificate-inspection hd
Security
Profiles,
enable IPS and

select the new
profile.

Under Logging Logging Options

Options, @ Log Allowed Traffic
enable Log
Allowed

Traffic and

select

© Security Events

All Sessions

Security
Events.

5. Results

G Log & [ # | | voate/time | vSeverity |  vSource | VProtocol | vuser | TAction | YCount | T AttackName |
o to Log

b1 07:51:31 192.168.200.110 udp detected DOM-ALL
2 07:51:32 . 192.168.200.110 udp detected DOM-ALL

Report > 3 07:51:32 . 192.168.200.110 udp detected DOM-ALL
R 4 07:51:31 men 192.168.200.110 udp detected DOM-ALL
SeCllI'lty LOg > 5 07:51:32 . 192.168.200.110 udp detected DOM-ALL
. 6 07:51:31 - 192.168.200.110 udp detected DOM-ALL
Intrustion 7 07:51:31 - 192.168.200.110 udp detected DOM-ALL
. 8 07:51:32 - 192.168.200.110 udp detected DOM-ALL
Protection.* 9 07:51:32 anam 192.168.200.110 udp detected DOM-ALL
10 07:51:31 w— 192.168.200.110 udp detected DOM-ALL

You will see
that the IPS
profile has
detected
matching
traffic.

If you select
an entry, you
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can view more
information.

The domain
name is shown
in the
Message field.

If you have a
FortiAnalyzer,
you can create
a custom
dataset for the
DNS query by
going to
Reports >
Advanced >

Dataset.

This dataset
can then be
used in a

custom report.

# 38

Attack ID 4153

Date/Time 07:51:29

Direction 0

Event Type signature

LE\fel EEEEER

IM&ssage custom: DOM-ALL, dns _query=tre|lo.com;|
Protocol udp

Action

Attack Name
Destination

Dst Port

Incident Serial No.
Log ID

Profile Name

Protocol Number
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detected
DOM-ALL
152.168.110.9
53

2168515970
16384
DNS-legging

17

Name |DNS-Query

Log
Type

Query

£ Attack ™

msg order by totalnum

by rotalnum desc

select msg, sum(tgotalnum) as totalnum from
### (select srcip, msg, count(*) as gotalnum from
$log where $filter-exclude-var group by srcip,
desc) ### t where $filter-
var-only and msg is not null group by msg order

TOP 10 requested DNS Domains

WA n bW N = #

-
o

1

Message

custom: DN5-A-Request, dns_guery=init-p01st.push.apple.com;
custom: DNS-A-Request, dns_query=init-s01st.push.apple.com;
custom: DNS-A-Request, dns_guery=www.google.com;

custom: DNS-A-Request, dns_guery=www.apple.com;

custom: DNS-A-Request, dns_guery=local;

custom: DNS-A-Request, dns_guery=apple.com;

custom: DN5-A-Request, dns_guery=p07-btmmdns.icloud.com;
custom: DNS-A-Request, dns_query=apple-mobile.query.yahooapis.com;
custom: DNS-A-Request, dns_guery=dell.com;

custom: DNS-A-Request, dns_guery=api.bing.com;

Others

12 Total

For further reading, check out DNS Service in the
FortiOS 5.2 Handbook.

Related posts:

* Protecting a web server

* Logging FortiGate traffic

* Troubleshooting FortiGate logging
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totalnum
57
49
49
44
40
38
34
k|

30
26
1150
1548

L2ERTINET

% of Total
3.68
317
317
2.84
2.58
2.45
2.20
2.00
1.94
1.68
74.29
100.00
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